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ABSTRACT

Artificial intelligence, blockchain, and big data analytics have long disrupted business functions through digital transformation. While these innovations 
enhance the efficiency of operations and amplify the possibility of fraud detection, they also create avenues for fraud modulation that could conceivably 
heighten accounting fraud risk. This paper would go deep into how digital transformation influences accounting fraud risks, with a special focus on 
the role of cybersecurity maturity. Extensive research into the benefits of digitalization has not considered how cybersecurity maturity influences the 
effectiveness of such technologies in fraud risk mitigation. This study used a quantitative approach based on data collected from 204 employees of 
audit and accounting firms in Jordan. We assessed the relationship among the constructs using structural equation modeling with partial least squares. 
The results highlight the significant negative relationship that occurred between the accounting fraud risks and digital transformation, showing that 
digital technologies decrease fraud vulnerabilities when implemented effectively. Beyond the aforementioned, cybersecurity maturity proved to play 
a crucial role in moderating and strengthening the ability of digital transformation to mitigate fraudulent cases. These findings underline the need 
for organizations to go along with technological advancements by implementing appropriate cybersecurity frameworks in order to reap maximum 
benefits from digital transformation. In this light, the combination of technological innovation with integrated and mature security protocols can help 
an organization reduce fraudulent risks and work toward strengthening its financial integrity. Thus, this remains a valuable contribution to scholarship, 
assisting organizations and policymakers in navigating the complexities associated with the dual imperatives of digital transformation and fraud 
prevention in today’s digital era.
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1. INTRODUCTION

In today’s fast-changing business environment, digital 
transformation is crucial as it changes industries and encourages 
innovation. Advanced technologies like artificial intelligence (AI), 
big data analytics, blockchain, and cloud computing have changed 
how organizations work (Salah and Alzghoul, 2024), especially in 
accounting and financial management. The modern technologies 
help organizations run more smoothly, make better decisions, 
and enhance the accuracy of financial reports (Al Kasasbeh et al., 

2023; Alzghoul and Al-kasasbeh, 2024; Putri, 2024). However, the 
increasing reliance of organizations on digital systems has also led 
to significant risks, particularly in the realm of accounting fraud. 
These linked yet segmented systems provide an attacker with 
vulnerabilities that he can exploit against an organization, thereby 
posing a threat to its security and financial stability (Daraojimba, 
2023; Al-Ghamdi, 2023). Accounting fraud is to be a case of 
intentional alteration or misrepresentation of facts in financial 
data presentation. It is one of the frequent problems observed 
across industries (Ali et al., 2024). Therefore, the transition to 
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digital tools led to an increase in various attack methods, which 
in turn heightened pressure on organizations to implement robust 
measures to safeguard their financial systems. Whereas shifting 
to the realm of digital transformation provides top-notch tools for 
fraud detection and prevention, it depends on whether effective 
cybersecurity frameworks are present. Without an effective 
cybersecurity framework, these systems could unintentionally 
perpetuate fraud cases, thereby contradicting their intended 
purpose (Odeyemi et al., 2024; Ridzuan et al., 2022).

This context expects cybersecurity maturity to mediate an 
organization’s ability to withstand cyberattacks, protect its 
resources, and act efficiently in incidents. Advanced cybersecurity 
maturity involves obtaining well-defined protocols and having 
policies of continuous improvement. This will further fortify 
the strength of online systems and make them more effective in 
taming fraud risk in the course of transformation toward a digital 
model (Tam & Jones, 2019). Conversely, low cybersecurity 
maturity exposes organizations to greater risk of hacker attacks 
that could significantly influence overall financial and reputational 
consequences due to fraudulent activities (Alhanatleh et al., 
2024; Suela, 2024). The paper investigates the extent to which 
cybersecurity maturity may moderate the influence of digital 
transformation on accounting fraud risk. It helps explain how 
organizations can make better use of facilities provided by 
digital transformation in view of improving fraud risk mitigation. 
The study investigates the relationship between technological 
evolution and its regulatory protection. This research also fills a 
gap in literature by assessing different influences of cybersecurity 
maturity on the association between digital transformations and 
accounting fraud.

2. LITERATURE REVIEW

Digital transformation plays a crucial role in decreasing the 
risk of accounting fraud through the adoption of state-of-the-
art technologies and processes that improve fraud detection, 
prevention, and organizational resilience (Asad, 2025; Chen 
et al., 2024; Odeyemi et al., 2024). Digital tools explain the 
inverse relationship by enhancing internal controls, improving 
transparency, and promoting real-time monitoring of financial 
transactions. However, its effectiveness is contingent upon the 
strategic implementation of digital technologies and appropriate 
fraud risk management practices (Abousweilem et al., 2023; 
Alzghoul et al., 2024). Digital transformation integrates digital 
technologies into all organizational business aspects, radically 
changing how it operates and generates value (Aboalganam and 
Alzghoul, 2025). It is evident that tools such as AI, RPA, and 
blockchain can significantly enhance the organization’s ability 
to detect and prevent fraud. For example, a study by Tiron-
Tudor et al. (2022) proves that it is possible to continuously 
monitor and analyze financial data using such technologies 
in a way that fraud does not go undetected. Meanwhile, Zhu 
et al. (2021) presented evidence regarding how deep learning 
models could extract anomalies in big datasets depicting fraud 
and underpin the transformational power of digital analytics 
to prevent fraud.

Other emerging technologies also lie at the very core of forensic 
accounting, whereby auditors have been able to detect complicated 
fraud schemes with a higher degree of precision through digital 
transformation (Roszkowska, 2021). Today, forensic accountants 
utilize more sophisticated tools in order to analyze data, come 
up with patterns, and track fraudulent transactions (Ibrahim, 
and Eriki, 2020). According to Odeyemi et al. (2024), one needs 
to keep pace with technology in order to be able to fight fraud 
effectively within the financial world, which has become quite 
dynamic. The integration of forensic accounting practices with 
digital tools also enhances internal fraud prevention and detection 
capabilities. This underscores the inverse relationship between 
digital transformation and fraud risks, as the approach amplifies the 
visibility of any fraudulent activity (Bansal et al., 2024). Besides, 
digital transformation enhances internal controls by automating 
processes that, in the analogue era, used to be prone to human 
error or manipulation (Suri, 2022). Blockchain technology, for 
instance, guarantees data integrity and complete transparency, 
making it more difficult for fraudsters to tamper with financial 
records without detection (Dashkevich et al., 2024). According 
to Tariq et al. (2022), RPA and AI have introduced a number of 
automated processes that close all the entry points created due to 
manual intervention. Therefore, these technologies significantly 
reduce the risks of fraud. These technologies put into place an 
overall capability to enable an organization to create a strong 
operational framework that is resistant to fraud.

A third but crucial factor is the role of digital literacy and skill 
development in the inverse relationship that describes digital 
transformation in accounting fraud cases (Imjai et al., 2025; Karaki 
et al., 2023). In this respect, Ridzuan et al. (2022) show that fraud 
risk assessments are effective due to the digital competencies of 
auditors and accountants. This will enable organizations to invest 
in programs that train personnel in the application of digital aids to 
combat crime. Such a development in human capital supplements 
technical developments in fraud mitigation. Despite the increased 
vulnerability resulting from the shift to digital frameworks, nations 
can still reap benefits from this transformation. While rapid 
adoption of digital tools introduces new risks, proactive measures 
in the form of robust cybersecurity frameworks and fostering a 
culture of digital vigilance go a long way in mitigating them. Goh 
(2020) has highlighted how anomaly detection is core to visual 
analytics and data-driven techniques and how an organization 
needs to take a proactive stance in fraud prevention.

The COVID-19 pandemic shed new light on the inverse 
relationship between digital transformation and fraud risks. The 
transition to working from home and changing business models 
compelled organizations to accelerate their digital initiatives, 
resulting in increased scrutiny in areas such as internal controls. 
As such, according to Metwally et al. (2022), only organizations 
that had already put in place effective digitized solutions were in 
a better place to mitigate fraud risks and, therefore, had resilience 
through digital transformation. In respect of the discussion, digital 
transformation inversely relates to accounting fraud risk because 
it strengthens an organization’s power of detection, obstruction, 
and resolution of fraudulent activities. Advanced technology, 
robust internal controls, and fostering digital literacy within an 
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organization can effectively mitigate fraud. These findings from the 
different studies confirm that strategic use of digital transformation 
initiatives is important in the protection of financial integrity in 
the increasingly digital business environment.

H1: Digital transformation is inversely associated with the risk of 
accounting fraud.

While there is a significant correlation between digital 
transformation and accounting fraud risk, the maturity of 
cybersecurity protocols does significantly moderate this 
effect. That is, the more organizations are embracing digital 
transformation and integrating new technologies like AI, RPA, and 
blockchain, the more they inadvertently set up new vulnerabilities 
(Putnoki and Orosz, 2023). Considering how important this kind of 
vulnerability is, it significantly raises regions’ risks of accounting 
fraud, mainly because of poor security measures, as Tiron-Tudor 
et al. (2022) and Metwally et al. (2022) pointed out. They said that 
the more businesses digitize, the more they change and become 
more efficient, but it also makes risk management more difficult 
in the same place or anywhere else. Although the pace of digital 
transformation can be rapid, it typically lags behind advancements 
in cybersecurity. As a result, fraudsters can find many avenues 
to conduct fraud. While digital ledger technologies empower 
an organization to enhance data integrity, they may also face 
heightened risks if cybersecurity protocols fail to keep pace with 
emerging threats.

Cybersecurity protocol maturity acts as a moderating factor in how 
well an organization can mitigate such risks. Organizations can 
use more advanced security measures like real-time monitoring, 
encryption, and multi-factor authentication (Vance et al., 2023) 
when they are more mature, according to frameworks like the 
Cybersecurity Capability Maturity Model (C2M2). Such measures 
not only help protect sensitive financial information but, at 
the same time, minimize chances of unauthorized access and 
fraudulent manipulations (Alfaadhel et al., 2023). Additionally, it 
is important to consider human elements in cybersecurity maturity. 
Good cybersecurity awareness and practice among employees 
add much value to fraud risk mitigation for any organization. 
A strong cybersecurity culture fosters better compliance by way 
of frequent training and clear communication, hence minimizing 
vulnerabilities (Abu-Dabaseh et al., 2024). However, inconsistent 
use of cybersecurity technologies or conflicts among rules can 
lead to exploitable weaknesses, underscoring the importance 
of adopting holistic strategy approaches that encompass both 
technical and behavioral aspects of cybersecurity. That is, applying 
holistic strategies integrates both technical and behavioral 
dimensions about cybersecurity (Pollini et al., 2021).

The COVID-19 pandemic accelerated digital transformation 
globally, increasing dependence on third-party services and remote 
work technologies (Alhanatleh et al., 2024). Organizations need 
to address risks introduced by external dependencies, leading 
to an increase in demand for mature cybersecurity protocols 
(Abdel-Rahman, 2023). Mature cybersecurity frameworks enable 
an organization to implement strict controls, monitor third-party 
activities, and ensure compliance with security standards, thereby 

mitigating risks related to outsourcing and remote operations 
(Metwally et al., 2022). In forensic accounting, cybersecurity 
protocols would have reached a stage of maturity that complement 
fraud detection processes. People are increasingly employing 
advanced technologies that use artificial intelligence and machine 
learning to detect fraudulent activities (Zhang et al., 2020). These 
tools shall only be effective if they are premised on secure and 
reliable data. Gaps in cybersecurity compromise the integrity 
of data, rendering fraud detection efforts ineffective (Odeyemi 
et al., 2024). Organizations cannot underestimate the role of mature 
cybersecurity in supporting the integrity of forensic processes. 
Secondly, technologies such as blockchain, while offering greater 
transparency and data security, also introduce new challenges 
requiring mature cybersecurity responses. An organization with 
mature cybersecurity protocols will, therefore, be able to exploit 
the benefits of blockchain by reducing its associated risks, a factor 
that balances the drive for innovation while keeping security 
abreast (Tariq et al., 2022).

Regulatory compliance also supports this view of cybersecurity 
maturity. In recent years, various governments have implemented 
strict cybersecurity regulations, guiding organizations towards best 
practices that enhance cybersecurity maturity and deter accounting 
fraud by enforcing organizational accountability and transparency 
(AllahRakha, 2024; Saleem et al., 2024). Moreover, cybersecurity 
protocols play a crucial role in moderating the relationship between 
digital transformations and accounting fraud risk. The higher the 
cybersecurity maturity of an organization, the easier it will be to 
deal with complications brought about by digital transformation, 
to mitigate emerging risks, and to preserve financial integrity. The 
best way to handle the connection between digital transformation 
and fraud risk is to take a proactive, all-encompassing approach 
that includes cutting-edge technology, strategies that focus on 
people, and strict adherence to rules.

H2: The maturity of cybersecurity protocols moderates the 
relationship between digital transformation and the risk of 
accounting fraud.

3. RESEARCH METHOD

The study adopts a quantitative research design in investigating 
the role of digital transformation in reducing accounting fraud, 
with a focus on the moderating effect of cybersecurity maturity. 
A quantitative approach is appropriate for this research because it 
allows for systematic measurement and analysis of relationships 
between variables. Using structured data collection and statistical 
analysis, the research design allows for valid investigation 
of findings, giving us useful information about how digital 
transformation works and how to stop fraud. This research 
targets a study population of employees working within audit and 
accounting companies in Jordan. We designed the sample size 
to be representative of all categories, using a stratified random 
sampling approach to capture different hierarchies of employees, 
jobs, and organizational types. This study’s findings will enhance 
its representativeness by providing a broad range of insights into 
the auditing and accounting industry. The use of stratification 
guarantees the variation in the different experiences and practices 
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that epitomize this particular industry; hence, the results would 
be more generalizable.

Data collection was based on a structured questionnaire 
with statements related to the variables of interest: digital 
transformation practices, perceptions of risks of accounting 
fraud, and levels of cybersecurity maturity. In order to make 
it easier and more accessible for respondents, we sent an 
electronic questionnaire by email using Google Forms. Out of 
500 invitations, the researchers deemed 204 responses valid, 
indicating a response rate of approximately 40.8%. The study 
pretested the questionnaire on a small number of participants 
before full-scale distribution to ensure its clarity, reliability, and 
accurate capture of the constructs of interest. The researchers 
analyzed the collected data using partial least squares-structural 
equation modeling. The research used this method because it 
supports complex models with a large number of independent 
and dependent variables and is robust for small to moderate 
sample sizes. You can test your ideas about the digitally enabled 
relationships between accounting fraud risks and cybersecurity 
maturity using SEM-PLS. In the model fit analysis, reliability 
and validity supported the robustness of the results.

Given the fundamental nature of the constructs under study, 
we measured them using well-established scales, which we 
adapted to better capture digital transformation, accounting 
fraud, and cybersecurity maturity. We measured the level 
of digital transformation using an 11-item scale. These 
factors included the adoption and actual use of advanced 
technologies such as AI, cloud computing, big data, and their 
integration with the company’s operational processes in a 
digital mode. The discussion also examined other factors such 
as innovation, digital culture, employee training programs, 
and the development of digital skills. The instrument also 
measured perceived advantages of going digital in terms of 
enhanced operational efficiency and improved capability for 
better decision-making. The study measured accounting fraud 
with an 8-item scale assessing the prevalence, perception, and 
vulnerability of an organization to fraudulent activities. The 
items in these scales ranged from perceived awareness of fraud 
in financial reporting and fraud detection systems to the nature 
of fraud risk encountered, manipulation, or falsification of data. 
It also examined employees’ perceptions of fraud susceptibility, 
and the extent of proactive measures implemented for fraud 
prevention and control. A 14-item scale measured the maturity 
of cybersecurity, assessing an organization’s preparedness 
through policies and practices against cyber threats. Items 
ranged in focus from an implementation of the cybersecurity 
framework and protocol, employee training, and awareness of 
cyber risk to the advanced use of tools for cybersecurity, such 
as encryption and firewalls.

4. RESULTS AND DISCUSSION

The measurement model assessment presents the appropriateness, 
reliability, and validity of the constructs. A sound and reliable 
framework ensures the reliability and validity of the study. 
Below is Table 1, showing the results of convergent validity 

analysis, which ascertains the reliability and validity criteria of 
the constructs applied in the study. The constructs include Digital 
Transformation (DT) as the independent variable, Accounting 
Fraud (AF) as the dependent variable, and Cybersecurity 
Maturity (CM) as the moderating variable. The table evaluates 
the constructs based on their range of path coefficient loadings, 
composite reliability (CR), and average variance extracted (AVE). 
The results reveal that the Digital Transformation construct, as 
measured by 11 items, namely DT1-DT11, has a high range of 
path coefficient loadings, between 0.76 and 0.89. Its internal 
consistencies, with a composite reliability of 0.91 and an AVE 
value of 0.70, show that it is highly reliable and accounts for a 
sufficient amount of variance in its indicators. Therefore, these 
findings clearly demonstrate the reliability and validity of the 
digital transformation construct, making it a suitable inclusion 
in this study.

We measured the AF construct using eight items, specifically AF1-
AF8, yielding a path coefficient loading range of 0.70-0.84, as well 
as a CR of 0.89 and an AVE of 0.67. These results demonstrate the 
appropriate measurement of the accounting fraud construct within 
the research framework. The CM construct, measuring 14 items 
from CM1 to CM14, serves as the moderate variable. The path 
coefficient loadings range from 0.72 to 0.83, with a CR of 0.92 and 
an AVE of 0.74. These values demonstrate the robust reliability 
and validity of the cybersecurity maturity construct, which this 
study considers a significant moderator in the relationship between 
digital transformation and accounting fraud.

Table 2 presents the results of the discriminant validity analysis 
that focuses on three constructs: DT, AF, and CM. Discriminant 
validity will ensure that the construct is unique and indicates 
conceptual elements not represented by other constructs in this 
model. Confirming the robustness of the measurement model 
and a theoretical framework through this test is crucial. The table 
below presents the results in a more useful format. The diagonal 
elements are the square root of AVE for each construct, and the 
off-diagonal elements represent the correlation between constructs. 
For AVE to be a discriminant, the square root value for each paired 
construct must be higher than all the paired values between the 
constructs shown. This is because the square root value of AVE 
is higher than the square root value of each construct-correlation 
relationship (Fornell & Larcker, 1981).

The results reveal that DT’s square root of the AVE is 0.837, 
larger than its estimated correlations with AF and CM of 0.557 

Table 1: Convergent validity analysis
Constructs Items Range of path 

coefficient 
loading

CR AVE

Independent: Digital 
transformation (DT)

DT1-DT11 0.76-0.89 0.91 0.70

Dependent: Accounting 
fraud (AF)

AF1- AF8 0.70-0.84 0.89 0.67

Moderator: 
Cybersecurity maturity 
(CM)

CM1-CM14 0.72-0.83 0.92 0.74
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and 0.487, respectively. This validates the differentiation of 
the digital transformation construct from other constructs in 
this model and its adequate discrimination from them. We also 
found that AF’s square root of AVE was 0.832, higher than its 
correlation with DT at 0.557 and CM at 0.611. This means that 
the accounting fraud construct has captured something unique 
from the study framework and further reinforces its discriminant 
validity. For CM, the square root of AVE is 0.845, which is higher 
than its correlations with DT at 0.487 and AF at 0.611. These are 
confirmations that the cybersecurity maturity construct is also 
distinct and well-defined within the measurement model. The 
results of the discriminant validity analysis presented in general 
provide strong evidence that the constructs are unique and do 
not suffer from excessive overlap. Each construct therefore 
represents one theoretical concept and supports the integrity of the 
measurement model. Fornell and Larcker (1981) recommended 
thresholds for their findings, indicating their appropriateness for 
further analysis. Therefore, this analysis ensures the reliability 
and validity of the overall research framework, presenting the 
relationships among constructs without any measurement-
related confounding. These results provide a sound basis for the 
subsequent assessment of structural relationships and hypothesis 
testing in the study.

Table 3 presents the results of statistical testing of the research 
hypotheses. We derived the path coefficients (B), t-values, and 
p-values and determined the significance of each hypothesis 
using the bootstrap method with 5,000 samples. These will help 
draw further insights on how DT, AF, and CM interlink. The first 
hypothesis, H1, was that digital transformation has a negative effect 
on the accounting fraud risk factor. Therefore, as proposed, the path 
coefficient shows a negative consequence: B = −0.725, indicating a 
significant inverse association between digital transformation and 
accounting fraud. A t-value as high as 12.341, with a P = 0.000 
at the 0.001 significant level, supports this. These findings reveal 
that those organizations that implement the practices of digital 
transformation effectively reduce the risks of accounting fraud. The 
result is in line with the previous studies that have pointed out the 
role of advanced technologies in fraud detection and prevention.

The second hypothesis (H2) examines the maturity of the 
cybersecurity protocol and how it moderates the impact of digital 
transformation on accounting fraud. This interaction term exhibits 
a positive path coefficient, with B = 0.245, t-value = 4.560, 
and P = 0.000, indicating a statistically significant moderation 
effect. This suggests that organizations with high cybersecurity 

maturity can effectively use digital transformation to reduce their 
vulnerability to accounting fraud. That is, the organizations that 
have better cybersecurity will be able to use digital transformation 
in combating fraud. This means that cybersecurity maturity has 
a significant role in building organizational resilience against 
fraud risks. In general, the results of path coefficient analysis 
provide strong empirical support for the proposed hypotheses. 
Therefore, we can affirm the support for Hypotheses 1 and 2. This 
shows how important digital enablers, their changes, and their 
level of cybersecurity maturity are in fighting modern corporate 
accounting fraud. The findings contribute to the increasing volume 
of emerging accounting literature on fraud, which explores aspects 
of technological advancement and fraud incidents, especially in 
relation to cybersecurity and its potential for improvement within 
any agency.

This study tries to find out the effects brought about by digital 
transformation on the fraud risks in accounting and considers the 
moderating role of cybersecurity maturity in this relationship. 
The results provide considerable insights into the dynamics of 
these constructs and contribute to the understanding of how 
organizations can exploit digital transformation while protecting 
themselves from the related risks of fraud. First, H1 posited 
that digital transformation would have a significant negative 
association with the risks of accounting fraud. The strong support 
at B = −0.725 and P < 0.001 was realized, which agreed with 
other studies showing the potentiality of digital technologies to 
improve mechanisms of fraud detection and internal controls. 
For instance, Putri 2024 and Tiron-Tudor et al. 2022 showed that 
AI, blockchain, and robotic process automation are among the 
tools to help an organization enhance operational transparency 
and identify anomalies that could suggest fraud. This, however, 
reflects the two-way nature of digital transformation, as suggested 
by Ghofirin and Algristian (2020) and Luo (2023), who warned 
that the same digital tools that reduce fraud risks introduce other 
vulnerabilities fraudsters can capitalize on. Digital transformation 
significantly lowers the risks of accounting fraud, but these 
benefits hinge on the careful implementation and management 
of these technologies.

The second hypothesis, H2, looked at cybersecurity maturity 
as a moderator. This was also significant and positive, with 
B = 0.245 and P < 0.001, showing that the level of maturity of 
cybersecurity procedures is more important to make sure that 
digital transformation helps reduce fraud the most. Advanced 
frameworks in cybersecurity may, as highlighted in prior studies 

Table 2: Discriminant validity analysis results
Constructs Digital transformation (DT) Accounting fraud (AF) Cybersecurity maturity (CM)
Digital transformation (DT) 0.837 - -
Accounting fraud (AF) 0.557 0.832 -
Cybersecurity maturity (CM) 0.487 0.611 0.845

Table 3: Hypotheses results
Path Hypothesis B T-value P-value Decision
Digital Transformation -> accounting fraud H1 −0.725 12.341 0.000 Accepted
Cybersecurity maturity * digital transformation -> accounting fraud H2 0.245 4.560 0.000 Accepted
P<0.001; 2-tailed hypothesis; 5,000 bootstrap samples
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(e.g., Al-Ghamdi, 2023; Alfaadhel et al., 2023), assist in protecting 
against the most current and sophisticated forms of fraudulent 
schemes. Organizations with high cybersecurity practices, 
including encryption, real-time monitoring, and employee training 
programs, are better capable of securing their financial systems 
and reducing any form of vulnerability. Pollini et al. (2021) 
established that a cybersecurity-conscious culture would ensure 
greater compliance with security measures and reduce fraud 
incidents, which the findings also confirm. The findings also add 
to the literature on the evolving role of emerging technologies in 
fraud detection and prevention. According to Zhu et al. (2021) 
and Agboare (2021), technologies like deep learning, forensic 
accounting tools, and blockchain have revolutionized fraud 
detection by enabling real-time monitoring and analysis of big 
datasets in search of fraudulent patterns. This study highlights 
cybersecurity maturity as the complementary factor that could 
ensure the functionality of these technologies. The study once 
again suggests that the security frameworks behind even the most 
advanced gadgets determine their effectiveness.

The findings of the study are relevant within the context of rapid 
digital transformation brought about by the COVID-19 pandemic. 
On one hand, Metwally et al. (2022) claim that increased adoption of 
digital platforms during the COVID-19 pandemic heightened internal 
controls and fraud risks. This study follows up on these observations 
by showing that cybersecurity maturity serves as an important buffer 
that enables an organization to curtail the risk of fraud, even at a 
time when technological changes happen so fast, and organizations 
happen to rely hugely on third-party systems. Fundamentally, the 
results underline that digital transformation activities are necessary 
per se but balanced by cybersecurity maturity. After all, these new 
vulnerabilities are brought along by digitalization-for which the 
efforts should be supported by a robust and proactive cybersecurity 
framework-even as digital technologies offer huge opportunities to 
enhance operational efficiency and fraud detection.

5. CONCLUSION

The study highlights the relationship between digital 
transformation, the risk of accounting fraud, and cybersecurity 
maturity. In fact, this study establishes that the risk of accounting 
fraud goes down considerably with better digital transformation. 
Among other benefits, digital transformation achieves a better 
level of operational transparency, simplifies financial reporting 
procedures, and enhances the effectiveness of fraud detection 
systems. This, however, is an inverse relationship between digital 
transformation and fraud risk, highly contingent on the maturity 
of cybersecurity protocols in an organization. Organizations with 
well-established cybersecurity measures are in a better position 
to fully leverage the benefits of digital transformation. This 
ensures the resilience of both the financial systems and the data 
involved while protecting the vulnerabilities brought about by 
digital technologies. The findings of this study have brought into 
focus the growing need to accompany technological advancement 
with an inclusive cybersecurity framework that will pave the way 
toward organizational integrity, protection of sensitive data, and 
maintenance of stakeholder trust in a greatly complicating and 
digitalizing business world.

These findings, therefore, provide new information on how 
digital transformation affects fraud risks and supports the idea 
that cybersecurity maturity plays a moderating role in reducing 
cyber fraud incidents. This makes a theoretically and practically 
useful contribution to preventing fraud in this digital era and fills 
in some gaps in literature. It also points out that the path ahead 
requires dual strategies for any organization: investments in 
state-of-the-art digital technologies while developing appropriate 
cybersecurity frameworks. An integrated approach, in turn, will 
further enable an organization to achieve operational efficiency, 
put in place better fraud prevention measures, and reduce 
financial and reputational risks. By focusing on innovation and 
prioritizing security, an organization can effectively mitigate the 
challenges of the modern digital era. By ensuring the integrity of 
its financial situation, improving internal controls, and fostering 
long-term confidence among stakeholders, an organization 
achieves this.

Despite the study’s immense contribution, it has some 
limitations that future research may resolve. This study only 
uses data from Jordanian audit and accounting firms, which 
may limit its applicability to other regions or industries. 
Future studies may, therefore, extend this research to other 
countries and different industries to give a wider view of 
interrelations among digital transformation, cybersecurity 
maturity, and fraud risks. Moreover, this study used self-
reported data; hence, biases may be inevitable. This could 
potentially lead to participants overstating their organizations’ 
readiness for cybersecurity and their progress toward digital 
transformation. We might design future research using a 
mixed-methods approach, combining quantitative data with 
qualitative interviews to gain a deeper understanding with 
less potential for bias.

Another possible future research direction might be to 
investigate other moderating or mediating variables that 
could affect the relationship between digital transformation 
and accounting fraud risks. For example, organizational 
culture, employee digital literacy, leadership commitment 
to cybersecurity, or regulatory compliance might become 
important factors in shaping how digital technologies affect 
fraud prevention. A more detailed analysis of such factors 
could result in a better and more holistic understanding of the 
dynamics involved. Longitudinal studies will also be useful 
in determining how digital transformation, cybersecurity 
maturity, and fraud risk are related over time. For instance, 
such studies could explore how continuous improvements in 
cybersecurity practices influence the long-term effectiveness 
of digital transformation in mitigating fraud risks. Overcoming 
some of these limitations and broadening the scope of research 
would allow further development in understanding how digital 
transformation affects fraud prevention in the increasingly 
digital and connected world.
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