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ABSTRACT

This study demonstrates the application of deep learning approach specifically the deep learning for cyberfraud incidence classification and time 
series prediction in the South African financial institutions. Secondary data from the South African Banking Risk Information Centre (SABRIC) 
was employed and the data was trained under the deep learning paradigm using the Long Short-Term Memory (LSTM) model and adaptive moment 
estimation (ADAM) algorithm for fraud incidence classification and time series prediction of fraud incidences. Overall, there were 94.1% correct 
classifications as opposed to 5.9% incorrect classifications. Moreover, the accuracy, precision, recall and F1-score of the LSTM classification model 
were 71.668%, 87.5%, 99.1% and 78.78% respectively. This indicates that the developed LSTM model is suitable for classification purposes. In 
addition, the model’s performance improves as new datasets are fed in. This is evident as the root mean square error (RMSE) reduced from 253.5116 
obtained initially to 150.9 after new data was fed in. This study contributes conceptually, theoretically and empirical to knowledge on cyberfraud 
mitigation. The results show that the LSTM model can be deployed for fraud classification and time series analysis of fraud incidences. The outcome 
of this study may promote cyber resilience and sustain the fight against the perpetration of cyber-related fraud in South Africa’s financial institutions. 
The use of the LSTM model for cyberfraud classification and time series prediction of cyberfraud incidences in the South African financial institutions 
demonstrated in this study is unique.

Keywords: Cyberfraud, Financial Institutions, LSTM, Machine Learning, Time Series Prediction 
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1. INTRODUCTION

The trend of cyberfraud is growing with the increasing number 
of internet users and reliance on the cyberspace for the operations 
of financial institutions. The digitalization of the operations of the 
financial institutions opened up new opportunities, creates improved 
customer services and relations and promotes easy access to the 
services of the financial institutions (Jara et al., 2014). It has also 
enabled the financial institutions to expand their customer base and to 
operate remotely with improved efficiency, convenience, time and cost 
effectiveness, convenience (Nel and Boshoff, 2014; Maduku, 2016; 
Tran and Corner, 2016; Singh and Srivastava, 2018). Nevertheless, 
the digital and remote operations of the financial institutions also 
promote the rate of cyberfraud perpetration resulting in significant 

losses including financial loss, loss of goodwill and reputation 
amongst others (Koto et al., 2021). This increases the burden on the 
financial institutions and regulatory bodies as the need to combat 
cyberfraud via an improved prevention and detection systems 
becomes necessary. The problem of cyberfraud is compounded with 
the shortage of cybercrime experts globally that can develop and 
implement sustainable solutions geared towards cyberfraud detection 
and prevention. This is coupled with the fact that some financial 
institutions do not have effective technological solutions and expert 
systems mitigate cyberfraud thus the implications of cyberfraud 
impact directly on their bottom line and reputation.

Existing studies indicate that the perpetration of cyber related fraud 
in South Africa financial institutions impacts negatively on their 
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level of profitability, customers’ satisfaction, reputation and good 
will amongst others (Akinbowale et al., 2021; 2022).

Although the South Africa Reserve Bank (SARB) devotes effort to 
financial regulation and coordination of the banking activities in 
South Africa. This is to ensure uniformity, robustness and safety 
of operation according to the Banks Act (No. 94 of 1990), or the 
Mutual Banks Act (No. 124 of 1993) (SARB, 2020), however, 
the rate of cyberfraud perpetration in South Africa is still high.

Kaspersky’s report (2023) reported that the African is one of 
the most targeted continents in 2023 by the cyber criminals. 
Perpetrators leverage on the increasing number of Internet users 
in Africa coupled with the lack of capacity to effectively combat 
cybercrime. South Africa is the leading country in the African 
continent and placed in the world in terms of cybercrime density 
(Surfshark’s Report, 2022). Therefore, South Africa is considered 
in this study as a reference. However, the deep application of deep 
learning model for cyberfraud mitigation is not limited to the South 
Africa context, as other countries implement the model based on 
their peculiarities for cybercrime mitigation.

According to SABRIC report (2021 and 2022), the number of 
reported digital banking fraud reduced by 18%, nevertheless, there 
was 4 increase in gross losses, from the sum of R310,484,349 in 
2020 to R438,238,743 in 2021 accounting for 41.14% increase. 
In 2022 an increase of 24% in digital banking fraud was reported 
compared 2021. This increased the gross losses incurred from the 
sum of R440,123,125 in 2021 to R740,847,488 in 2022, accounting 
for 68% increase. Social engineering activities contributed 
significantly to the perpetration of digital banking fraud in 2022.

Table 1 summarizes some statistics on cyberfraud incidences in 
as reported by SABRIC.

Table 1 shows the classification of the nature of cyberfraud 
perpetrated in the South African financial institutions categorised 
as banking applications, online banking and mobile banking. The 
statistics in Table 1 shows that there is increase in cyberfraud 
incidences yearly except for mobile banking coupled with the 
fact that the gross loss due to cyberfraud incidences also increases 
steadily except for a few cases (online banking in 2022 and mobile 
banking in 2021). This indicates that cyberfraud perpetration is 
still a major threat to the South African financial institutions. The 

number of reported cases of online fraud incidences are lesser than 
that of banking applications and mobile banking but the impact in 
terms of gross loss is substantial. For mobile banking, the number 
of reported cases was high but with low impact in terms of gross 
loss SABRIC (2021 and 2022) indicated that enhanced detection 
measures employed by the banks were effective in mitigating fraud 
losses through mobile banking.

Mbelli and Dwolatzky (2016) indicated that lack of supervision, 
control and analysis of the security reaches as well as inadequate 
response to cyberattacks are some of the reasons why the South 
African banking remains vulnerable to cyberattack.

The study aims to demonstrate the application of the deep learning 
to cyberfraud mitigation in the South African financial institutions. 
This study is significant in that it may assist financial institutions to 
detect intrusions and forecast the trends of cyberfraud incidences 
and their associated losses over time. Furthermore, it may also 
assist in the investigation of the effect of changes cyberfraud 
perpetration on the losses incurred by financial institutions. This 
may promote the fight against cyberfraud in financial institutions 
and also assist in forecasting the financial loss incurred over time. 
The LSTM employed has the capacity to update the trends and 
analysis with the arrival of new data set, thus, making it a viable 
real-time decision-making tool.

This paper is structured as follows: section 2 details on the literature 
review while section 3 presents the methodology employed (the 
LSTM deep learning approach). Section 4 discusses the results 
obtained followed by some policy implications. This study ends with 
the conclusion, recommendations as well as direction for future work.

2. LITERATURE REVIEW

Cyberfraud remains a threat to the financial institutions and to 
the global economy Almuhammadi and Alsaleh, 2017; PwC 
Report, 2018; PwC Report, 2020). The reliance on technology 
and digitalisation of financial and banking services coupled with 
the increasing number of Internet users as well as the adoption 
of remote operations aggravated the vulnerability of individuals 
and financial institutions to cyberthreats (Yu and Guo, 2008; Raza 
and Hanif, 2013; Raza et al., 2015; Nkoyi et al., 2019; Raza et al., 
2020). Abbas et al. (2024) indicated that the threat actors primarily 

Table 1: Cyberfraud incidences in South Africa
Nature of cyberfraud Year Reported cases Gross loss (Rands) % difference in gross loss
Banking applications 2019 10,668 108,389,041 -

2020 10,281 123,990,231 14
2021 12,254 219,248,397 55.5
2022 16,638 363,322,114 50

Online banking 2019 3,304 171,705,112 -
2020 3,943 139,786,621 -20
2021 5,866 198,055,406.25 35
2022 9,455 348,198,319.36 55

Mobile banking 2019 12,575 28,245,948 -
2020 21,083 45,786,257 47.38
2021 11,040 17,529,549.72 -89.25
2022 10,077 29,633,899.52 51.32

Source: SABRIC report (2020, 2021 and 2022)
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target the Internet of Things (IoT) devices of organisations being 
the devices that enables the connection and facilitate exchange 
of data with other systems or devices over the Internet or other 
communications networks. Maduku (2013) opined that the 
digitalization of the banking operations makes it efficient, easy 
and more robust but with the challenge of cyberthreats. The 
e-banking system was into the South African banking system 
around 1996, and since then it has radically transformed the sector 
in terms of operational efficiency (Redlinghuis and Rensleigh, 
2010). However, the South African financial institutions are still 
faced with the challenge of cyberthreats due to their reliance on 
technology for business operations which sometimes result in 
cyberattack with the consequences of financial losses (Coovadia, 
2011; Cassim, 2016; Kundu et al., 2018; Hubbard, 2019; Koto 
et al., 2021; Madiba, 2021). Moatshe (2023) reported that 
cybercrime cost South Africa R2.2 billion annually.

According to SABRIC (2021 and 2022), the common form of 
cyberthreat faced the South African financial institutions is social 
engineering, prevalent in the forms of phishing, smishing, vishing, 
email hacking, spamming, sim swap and business email compromise 
etc. Van Niekerk (2017) from the synthesis literature found that 
cyberattack resulting from data exposure has the most negative 
impact on financial institutions and individuals in South Africa.

Cassim (2016) acknowledged the efforts of the stakeholders 
in mitigating cyberfraud in South Africa, yet the crime is still 
increasing with detrimental impacts to the organization’s reputation 
and goodwill, as well as customers’ satisfaction (Bhasin, 2011; 
Skalak et al., 2011; Saini et al., 2012; Kraemer-Mbula et al., 2013; 
Lagazio et al., 2014; Akinbowale et al., 2020; 2021; 2022; 2024).

Some efforts aimed at mitigating cyberfraud in the financial 
institutions in South Africa include legislation. For instance, the 
Section 6(5) of the Bank Act 94 of 1990 specifies alignment of 
the South African banks to cyber risk management measures 
to prevent cyber attack, and promote effective response cyber 
disruptions (SARB, 2017). The South African banking sector has 
also adopted the “BASEL” regulatory framework to ensure cyber 
resilience and a secure operation.

Existing studies agree that the implementation of sound cyber risk 
management measures is necessary for cyber risk mitigation (Kopp 
et al., 2017; Evdokimova et al., 2019). Some authors suggested 
collaboration among the stakeholders and increase in cybersecurity 
awareness initiatives as well as effective implementation of cyber 
laws and the use of experts for fraud investigation (Dlamini and 
Modise, 2012; Dzomira, 2017; Mtuze and Musoni, 2023). Mbelli 
and Dwolatzky (2016) proposed a cybersecurity framework which 
comprises of four key elements, namely: threat optimization and 
validation, control of operational conditions threat entry points 
control, and network security.

Abbas et al. (2024) employed the deep learning models for 
intrusion detection in IoT devices. The study trained and validated 
three different variants of the DNN, CNN and RNN. The results 
obtained indicated that the first variant of the RNN outperform 
others with 96.61% accuracy, 98.55% precision and F1-score of 

98.57% thus validating the suitability of the RNN deep learning 
architecture for intrusion detection IoT devices.

Shende and Throat (2020) employed the LSTM model for training 
of KDD99 dataset to detect attack. The binary classification gave 
99.2% accuracy while 96.9% accuracy was obtained for the 
multiclass classification. In order to reinforce the IoT security, 
Jony and Arnob (2024) employed the LSTM model for intrusion 
detection strategy using the CIC-IoT2023 dataset, which represents 
a mixed array of IoT network traffic situations. The proposed 
LSTM model was able to detect trends of cyber-attack with an 
accuracy of 98.75% and F1 score of 98.59%. HaddadPajouh et al. 
(2018) employed the Recurrent Neural Network (RNN) deep 
learning approach for the detection of malware in IoT devices 
using a data set comprising of 281 malware and 270 benign ware. 
The proposed model was validated using new malware samples 
with three LSTM configurations. The results obtained indicated 
the LSTM configuration having 2-layer neurons outperformed 
others with 98.18% accuracy in the detection malware.

Other similar approaches employed for features extraction and 
intrusion detection have been reported. For instance, the deep 
feed-forward neural network was used for features extraction in 
Windows application binary files and the outcome gave a detection 
accuracy of 95% with a 0.1% false positive rate (Saxe and Berlin, 
2015). Kolosnjaji et al. (2016) reported on the combination of 
the CNN and RNN for hierarchical feature extraction, as well 
as the N-gram technique for malware detection which gave 89% 
detection accuracy. Rhode et al. (2018) employed the combination 
of the RNN and LSTM for malware detection and the result gave 
98% detection accuracy with a 1.41% false alarm rate. The deep 
belief network (DBF) has also been used for malware detection 
and classification with F1 score of maximum precision of 97.42%, 
and recall of 97.33% (Chandran et al., 2022). Ibitoye et al. (2019) 
conducted a comparative analysis of outcomes of the Feedforward 
Neural Network (FFN) and the Self-normalizing Neural Network 
(SNN) using BoT-IoT dataset. The results indicated that the FNN 
outperformed the SNN when employed for intrusion detection 
in the IoT considering some metrics such as accuracy, precision, 
recall and Copen Cappa Score. However, when the FNN was 
validated with three adversarial samples, the accuracy dropped 
from 95.1% to 24%, 18%, and 31% respectively while the 
SNN model showed better stability and resilience against the 
introduction of the adversarial samples.

To improve the accuracy of intrusion detection, Awad et al. (2023) 
proposed the use of improved Long Short-Term Memory (ILSTM) 
model which integrates the chaotic butterfly optimization algorithm 
(CBOA) and particle swarm optimization (PSO). The intrusion 
detection accuracy of the proposed ILSTM was evaluated using the 
NSL-KDD dataset and LITNET2020 dataset for binary and multi-
class classifications. The results obtained showed that the proposed 
ILSTM model outperformed the ordinary LSTM model with an 
accuracy of 93.09% and precision of 96.86% compared to the LSTM 
which gave an accuracy of 82.74% and a precision of 76.49%.

Limited studies have applied the deep learning approach for the 
fraud incidences classifications as well as time series prediction 
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of fraud cases and the corresponding losses in the South African 
financial institutions. Furthermore, the application of the LSTM 
deep learning paradigm that has the capacity to update in real time 
with the entry of new data set and visualise changes in the rate of 
cyberfraud perpetration and the consequences in terms of financial 
losses has not been widely reported in the literature. These are the 
research gaps explored in this study to aid the uunderstanding of 
the progress made regarding cyberfraud mitigation and to also 
help financial institutions plan and make informed decisions and 
responses to cyber threats in real time. Thus, this study proposes a 
LSTM deep learning architecture that can help financial institutions 
to classify fraud incidences and update their information relating 
to cyberfraud incidences and corresponding losses in real time.

3. METHODOLOGY

A LSTM is form of deep neural network that can be used for 
the analysis of historical information of time series data and for 
long-term nonlinear series prediction. The LSTM was employed 
in this study for intrusion detection and to predict and update the 
data relating to cyberfraud incidences. The choice of the LSTM 
stems from its ability to capture complex trends, and process long 
sequences of data with long-term dependencies or relationships. It 
is also suitable for capturing information from previous time steps 
and store it over a long period (Al-Garadi et al., 2020; Jony and 
Arnob, 2024). In the context of cyberattack, the LSTM model can 
detect the details of communication, network traffic or intrusions 
to aid the risk mitigation plans. Existing studies indicated that the 
LSTM neural network delivers better detection accuracy when 
compared with other machine learning models (HaddadPajouh 
et al., 2018; Abbas et al., 2024).

3.1. Overview of Dataset
Dataset from the SABRIC reports (2020, 2021 and 2022) were 
employed in this study. It consists of three major classes of 
digital crime prevalent in the South African financial institutions 
categorized as banking applications, online banking and mobile 
banking (Table 1). The dataset provided details about the nature of 
cyberfraud perpetrated, reported cases, gross loss and differences 
in gross loss from 2019 to 2022. The various datsaset from 2019 to 
2022 contained in the 2020, 2021 and 2022 are consolidated into 
a single file. The data is classified into inputs (prior time-series 
window) and outputs (predicted next value) with the inputs fed 
into the developed LSTM model to generate predicted outputs. 
Furthermore, the data is scaled for enable effective training process 
and divided into training dataset which makes up 80% of the total 
dataset while the validation dataset comprises of 20%. This will 
also enable the model to fit properly with negligible error.

Figures 1 and 2 present the gross loss due to cyberfraud and the 
corresponding gross loss from 2019 to 2022 as reported by SABRIC 
(2020, 2021 and 2022). This dataset was employed for classification, 
time series analysis and prediction using the LSTM model.

As reported by SABRIC (2020) bank app fraud involves the use 
of stolen or compromised credentials to access the bank app or 
multiple bank apps by fraudsters through various social engineering 
techniques such as phishing etc. In some cases, the credentials were 

compromised through the weaknesses exploited such as ineffective 
management of sensitive information such as the one that occurs 
during SIM swap. An online banking fraud takes place when a 
fraudster accesses and transfer funds from an online bank account 
(whether individual or corporate) via account takeover or automatic 
transfer system. Some social engineering techniques used include 
malware, phishing, smishing, spamming, SIM swap etc.

Mobile banking fraud involves methods such as phishing, vishing 
or SIM swap, that allow fraudsters intrude into personal mobile 
banking account for fraud perpetration (SABRIC, 2020).

3.2. The Architecture of LSTM Model
Figure 3 shows the architecture of LSTM model at time step t. It 
comprises of four gates and illustrate the operation of the gates in 

Source: Authors (Raw data extracted from SABRIC reports, 2020, 
2021 and 2022)

Figure 1: The reported cases of cyberfraud in South Africa 
(2019-2022)

Source: Authors (Raw data extracted from SABRIC reports, 2020, 
2021 and 2022)

Figure 2: The gross loss due to cyberfraud (2019-2022)

Figure 3: The architecture of LSTM model
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terms of how they forget, update, and output the cell and the hidden 
states. The input gate (i) decides the information to be stored in 
the cell state from the current state and updates it accordingly 
while the “forget gate” (f) decides the information to be deleted 
from the cell state. The function of the cell candidate (g) is to add 
information to cell state while the output gate (o) regulates the 
level of cell state added to hidden state. The implementation of the 
LSTM model was done in the MATLAB 2022 environment. For 
the classification problem, the network was trained to detect and 
classify banking application fraud, online banking fraud as well 
as mobile banking fraud using features such as malicious files, 
fake links, location, e-mail compromise, destination IP address, 
login credentials, SIM swap occurrence, multiple access to bank 
application, frequency of transaction and amount, sequence of 
transactions amongst others.

The LSTM layer weight comprise of the following: input weights 
denoted as W, the recurrent weights represented by R, and the bias 
denoted as b. Equation 1 shows the chains of the weights W, R, 
and b respectively for each component.
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Equations 2 and 3 present the cell state and the hidden state at 
time t respectively.

ct = ft. ct-1 + it.gt (2)

ht = ot. σc (ct) (3)

Where σc is the activation function and the LSTM layer uses 
the hyperbolic function (tanh) to calculate the state activation 
function.

Equations 4-7 present the mathematical expressions for the input 
gate, forget gate, cell candidate and output gate respectively.

it = σg (Wi xt + Ri ht-1 + bi) (4)

ft = σg (Wf xt + Rf ht-1 + bf) (5)

gt = σc (Wg xt + Rg ht-1 + bg) (6)

ot = σg (Wo xt + Ro ht-1 + bo) (7)

Where σ is the sigma represents the activation functions.

Table 2 presents the parameters for the LSTM model.

During the training, the training dataset is fed into the LSTM 
model where the parameters are updated recurrently. A progress 
plot indicates the process of iterative training and displays the 
root-mean-square error (RMSE) computed during the data. This 
is followed the evaluation of the performance of the model.

The trained LSTM model was evaluated to determine its accuracy 
in classifying data using evaluation criteria such as accuracy (A), 
precision (P), recall (R) and F1 score calculated using equation 
8-11 respectively.

A TP TN
TP FP TN FN

=
+

+ + +
 (8)

P TP
TP FP

=
+

 (9)

R TP
TP FN

=
+

 (10)

F1 score= 2.
Precison +Recall

2
 (11)

3.3. Forecasting Time Series Data using LSTM
The future time steps forecasting was conducted by training a 
sequence-to-sequence regression LSTM network, having the 
training sequences as the responses whose values are adjusted 
by one time step. The LSTM network is trained to forecast 
the value of the next time step for each time step of the input 
sequence, and the state of the network is updated according after 
each prediction.

The LSTM network predicts the number of cyberattacks incidences 
by using the information relating to the number of cyberfraud 
incidences in the past years. The dataset comprises of a single 
time series, having time steps that corresponds to the years and 
values which tally to the number of cyberfraud incidences. The 
data is prepared as a row vector with the output comprising of a 
cell array, in which each of the elements is a single time step. The 
data is scaled for enable effective training process and divided into 
training dataset which makes up 80% of the total dataset while the 
validation dataset comprises of 20%. The performance evaluation 
of the model was conducted after the training by validation and 
performance metrics evaluation.

The training data was standardized to zero mean and unit variance 
to ensure a good fit and avert divergence during training.

To predict the future time steps values of a sequence, the output 
of the training sequences are indicated with the values adjusted 
by one time step. In other words, for each time step of the input 
sequence, the LSTM models learns and predict the next time step 
value while the training sequence serves as the predictors.

Table 2: The LSTM model parameters
Parameter Multi-class
Optimizer/algorithm Adaptive moment estimation (Adam)
Learning rate 0.01
LSTM 1 hidden nodes 200
LSTM 2 hidden nodes 100
Epoch 250
L2 regularization 0.0001
Loss function Cross entropy
State activation function tanh
Gate activation function Sigmoid
Gradient threshold 1
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The initialization of the network state was achieved by using the 
training data and predictions are made using the previous time 
step of the training response. This is looped over the outstanding 
predictions and the predicted values are compared with the test 
data.

One of the significance of this LSTM model is that it can updated 
in real time as new data arrives or as new values are obtained. 
The model is reset to make new predictions so as to prevent past 
predictions from influencing the outcome of the new predictions.

4. RESULTS AND DISCUSSION

4.1. Multi Classification
Figure 4 presents the confusion matrix of the LSTM model. 
The output ad target class “1”, “2” and “3” represent “banking 
applications,” “online banking,” and “mobile banking” 
respectively. The first row and first column of the overall 
confusion matrix represent the classification of fraud under 
“banking applications” while second row and second column 
represent “online banking” and the third row and third column 
for “mobile banking.” The LSTM model correctly predicted 50 
fraud cases as “Banking Applications” without any incorrect 

predictions. Looking at the “banking applications” column (first 
column), 119 predictions for “banking applications” are correct 
(true positive) while 8 fraud cases that actual belong to the 
“banking applications” class were wrongly classified as “online 
banking and 39 fraud cases that also belong to the “banking 
applications” were grouped as mobile banking.” For the banking 
applications,” the percentage of correct classification 71.7% with 
28.3% incorrect classifications.

Looking at the second column, 2 fraud cases were incorrectly 
classified as “banking applications” instead of “online banking” 
while 4 fraud cases were correctly classified as “online banking.” 
36 fraud cases were incorrectly classified as “mobile banking”. 
Considering the second column, there are 3 fraud cases that belong 
to the “mobile banking” instead of “online banking. Therefore, the 
percentage of correct classification was 1.1% with 98.9% incorrect 
classifications for “online banking.”

For the third column, 15 fraud cases were incorrectly classified as 
“banking applications” instead of “mobile banking” while 6651 
fraud cases were correctly classified as “mobile banking.” Thus, 
the percentage of correct classification was 99.8% with 0.2% 
incorrect classifications for “mobile banking.” On the overall, 

Figure 4: The confusion matrix of the LSTM model
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there was 94.1% correct classification as opposed to 5.9% incorrect 
classifications.

From Figure 4, True Positive (TP) was 119, while True Negative 
(TN) equals to 4+6651 = 6655. False Positive (FP) equals to 
8+39 = 47, while False Negative (FN) equals to 2+15 = 17.

Therefore, using equations 8-11, the accuracy, precision, recall 
and F1-score of the LSTM classification model are calculated 
as 71.668%, 87.5%, 99.1% and 78.78% respectively. The results 
obtained for cyberfraud classification in this study fell within the 
range of the results obtained in the literature for intrusion detection 
using similar performance metrics reported by Kolosnjaji et al., 

2016, Rhode et al., 2018, Shende and Throat, 2020; Awad et al., 
2023; Jony and Arnob, 2024. These studies considered deep 
learning models with high values of accuracy, precision, recall 
and F1-score (>70%) as a high performing model.

4.2. Time Series Prediction
Figure 5 displays the time series analysis of the online fraud 
cases from 2019 to 2022 using the LSTM model. The essence is 
to visualise the trend of online fraud cases from 2019 to 2022. 
Figure 5 shows that the occurrence of online fraud activities varies 
with time depending on the proactiveness of individual, financial 
institutions and the sophistication of the threat actors in exploiting 
the vulnerabilities of individuals or financial institutions. Thus, 
over time an increasing and decreasing trends in cyberfraud 
perpetration was observed ad in addition, cyclic patterns that 
repeats after a certain interval of time were also observed. This 
analysis agrees significantly with the SABRIC report (2000, 2001 
and 2022) that the rate of cyberfraud perpetration depends on the 
proactiveness and control measures implemented by the financial 
institutions. Threat actors usually employ social engineering 
techniques such as malware, phishing, smishing, vishing, SIM 
swap etc. to obtain sensitive information from individuals or 
organisations for fraud perpetration across the digital channels. 
Threat actors also exploit susceptibilities in the management of 
sensitive information, and source for login credentials that are 
saved on systems or devices or multiple applications to commit 
fraud. A common form of vishing employed by the threat actors, 
is to disguise as a bank official or service provider and manipulate 
individuals into divulging personal information, which will later 
be used for cyberfraud perpetration (SABRIC report, 2000; 2001 
and 2022). Figure 6 shows the progress of the training of the 
LSTM model for 200 iterations (epoch). The figure shows that 
the model reached the maximum iteration without any sign of 

Figure 5: The time series analysis of the online fraud cases from 2019 
to 2022 using LSTM model

Figure 6: The progress of the training of the LSTM model
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over fitting. Each iteration estimates the gradient and updates of 
the network parameters.

Figure 7 shows the time series prediction of the fraud cases and 
the using the LSTM model. The forecast shows the tendency for 
reduction in the cases of online fraud with time. Figure 8 shows 
the time series prediction of the fraud cases, the RMSE generated. 
The RMSE is the measure of the deviation of the predicted values 
from the actual value. The lower the RMSE, the better the model 
for predictive purpose and vice versa. The developed LSTM 
model showed tendency for reduction in the value of RMSE with 
the introduction of new inputs as updates as shown in Figure 9.

Figure 9 shows the time series prediction with updates. The arrival 
of new dataset fed into the developed LSTM model shows that the 
model has the ability to update automatically. Comparing Figures 8 
and 9, it can be deduced that the model performance improves as 

new dataset is fed in. This is evident as the RMSE reduced from 
253.5116 obtained initially to 150.9 after new data was fed in. This 
result shows improvement over the one obtained by Ibitoye et al. 
(2019) for intrusion detection using Feedforward Neural Network 
(FFN) which shows that the model’s performance reduced with 
the introduction of three adversarial samples.

5. CONCLUSION AND 
RECOMMENDATIONS

The purpose of this study was to demonstrate the application 
of machine learning approach for the mitigation of cyberfraud 
perpetration in the South African financial institutions. This was 
achieved with the use of secondary data obtained from the South 
African Banking Risk Information Centre (SABRIC). The data 
was trained under the deep learning paradigm using the LSTM 
model and adaptive moment estimation (ADAM) algorithm for 
fraud incidence classification and time series prediction of fraud 
incidences.

On the overall, there was 94.1% correct classifications as opposed to 
5.9% incorrect classifications. Furthermore, the accuracy, precision, 
recall and F1-score of the LSTM classification model were 
71.668%, 87.5%, 99.1% and 78.78% respectively. This indicates 
that the developed LSTM model is suitable for classification 
purpose. In addition, the model performance improves as new 
dataset is fed in. This is evident as the RMSE reduced from 
253.5116 obtained initially to 150.9 after new data was fed in.

The outcome of this study provides insights that can be helpful to the 
South African financial institutions in combating cyberfraud. The 
classification and time series analysis demonstrated in this study 
offer a roust solution geared towards cyberfraud mitigation. 
The potentials of these deep learning approaches can be fully 
harnessed with the availability of robust dataset, consistent model 
updates, integration with other compatible data analytic techniques 
amongst others. This study is limited to the use of the LSTM 
algorithm for fraud incidences classification, future works can 

Figure 7: The time series prediction of the online fraud cases from 
2019 to 2022

Figure 8: The time series prediction of the online fraud cases and the 
error generated

Figure 9: The time series prediction with updates
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consider a comparative analysis of different hybrid deep learning 
and recurrent neural models. The fraud detection and predictive 
capability of the LSTM model can be further explored to promote 
the proactiveness of financial institutions in combating cyberfraud.

The classification of fraud using the LSTM model can help 
financial institutions understand the scope of fraud thereby leading 
to a more strategic management of fraud. It provides insights 
the type of fraud perpetrated ad how it was perpetrated. Thus, 
financial institutions can employ the developed LSTM fraud 
classification model to achieve reduction in manual classification 
or classification error while ensuring greater consistency in fraud 
classification as this can lead to better fraud tracking. From the 
understanding gained through fraud classification, financial 
institutions should sensitize their customers effectively on the 
current cyberthreats and activities of the threat actors as well as 
some proactive steps that customers can take against cyberfraud. 
This will promote customer service and relationship as well as 
public trust. Financial institutions can improve the classification 
model to minimize the incorrect classifications to promote 
classification accuracy.

For the time series analysis, financial institutions should embrace 
this technique for transaction monitoring. Through real time series 
data analysis, unusual or malicious patterns that may lead to fraud 
can be identified early and mitigated. Financial institutions can 
also adopt the time series analysis as a complementary technique 
to monitor the risk profiles of transactions. The analysis of 
transactions history, and the magnitude of loss incurred may 
assist financial institutions in the identification and classification 
of high-risk transactions and to take proactive steps before they 
escalate into major fraud cases. Furthermore, financial institutions 
can use the information acquired from the time series analysis 
to generate comprehensive and accurate reports that details on 
suspicious and fraudulent activities required by the regulatory 
bodies. In addition, financial institutions can employ the time series 
analytic technique as a predictive tool to project into the future 
likely scenarios so that practical steps can be taken to address 
the major risks before they occur. The example demonstrated in 
this study integrates adaptive algorithm with the deep learning 
technique to capture new data trends ad update accordingly in real 
time as new data arrives. Therefore, financial institutions must 
ensure regular update of the LSTM model with new data set to 
keep up to date with the dynamics of the cyberfraud and the threat 
actors. Financial institutions can embrace this approach as part 
of the continuous monitoring and improvement that allows for 
real time alert for suspicious transactions or reach of information 
to engineer swift ad effective response. Thus, the outcome of 
this study contributes to the automation of the fraud mitigation 
and risk management processes. With the time series analysis 
of complex and voluminous datasets, financial institutions can 
achieve improved operational excellence and sustain the fight 
against cyberfraud. As different types of cyberfraud continue to 
emerge with increasing risks and financial losses, the need for 
financial institutions to leverage on machine learning approach 
for fraud classification and prediction becomes imperative. The 
machine learning approach can promote the integrity and security 
of operations of the financial institutions.

As financial institutions grow the use of effective data processing 
technique and optimization algorithms can promote the 
competitiveness and ensure financial institutions remains efficient 
and responsive to cyberthreats. However, financial institutions 
must sure the qualitative and quantitative attributes of the data fed 
into the machine learning model. The effectiveness of classification 
and the time series model is a function of the volume ad type of 
data employed for analysis. Financial institutions often deal with 
vast amount of data which may vary in quality. Poor data quality 
usually leads to inaccurate analysis and poor decision making. 
Thus, the implementation of effective data management practices 
is central to the use of the machine learning approach for fraud 
classification and mitigation. Effective data management practices 
encompass data acquisition processes, preprocessing and storage. 
Periodic quality checks will promote the integrity of the data 
employed for prediction purpose. It is noteworthy to mention that 
cyberfraud is an evolving crime as the threat actors usually devise 
novel method for fraud perpetration. Hence, the use of time series 
analysis alone may not sufficiently guarantee effective cyberfraud 
mitigation. Nevertheless, the time series analysis technique can be 
incorporated into the existing forecasting tool where compatible 
without the violation of regulatory guidelines.
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